Abstract -Meaningful logos or random sequences have been used in the current digital watermarking techniques of 2D bar code. The meaningful logos can not only be created by copyright holders based on their unique information, but are also very effective when representing their copyrights. The random sequences enhance the security of the watermark for verifying one's copyrights against intentional or unintentional attacks. In this paper, we propose a new watermarking technique taking advantage of Data Matrix as well as encryption keys. The Data Matrix not only recovers the original data by an error checking and correction algorithm, even when its high-density data storage and barcode are damaged, but also encrypts the copyright verification information by randomization of the barcode, including ownership keys. Furthermore, the encryption keys and the patterns are used to localize the watermark, and make the watermark robust against attacks, respectively. Through the comparison experiments of the copyright information extracted from the watermark, we can verify that the proposed method has good quality and is robust to various attacks, such as JPEG compression, filtering and resizing.
Introduction
With the latest developments of multimedia, the spread of high-speed communication networks, and the emergence of strong tools to easily manipulate digital data, intellectual rights protection for digital content has become an important issue. Various digital watermarking techniques have been proposed and studied as a solution to these problems. Generally, digital watermarking is inserted into digital content not only to prevent the illegal distribution and display of copyrighted digital content but also to secure one's ownership of digital content.
The watermark is not recognizable by the naked eye or ears [1, 2] . In order to make effective use of digital watermarks, which contain ownership information, they must have the following characteristics [2, 3] . First, they must be invisible to perception and statistics. Second, they must be secure against outer attacks that may cause loss of information. In other words, damaged watermarks must be retrievable after any attack. Third, they must be safely protected from illegal uses. Fourth, they must clearly state ownership. Meaningful logos or random sequences have been used in existing digital watermarking techniques [1] [2] [3] [6] [7] [8] [9] and [10] . The meaningful logos are created by copyright holders based on their unique information and are very effective when representing their copyright. The random sequence is a signal of a normal distribution with an average of 0 and dispersion of 1 that is widely spread throughout an image spectrum and can enhance security against intentional or unintentional attacks.
However, if these watermarks are damaged by various types of attacks, they would no longer be able to verify one's copyrights. In the case of a meaningful logo, the size of the watermarks becomes larger when a large quantity of data is used to represent a digital signature or copyright [4] .
We propose a new watermarking technique using Data Matrix and encryption keys as a solution. Data Matrix is used to recover the original data through an error checking and correction algorithm even when the high-density data storage and barcode are damaged.
Usually, the matrix not only encrypts copyright verification information using a Data Matrix generation algorithm, but also randomizes the barcode using ownership keys, to create an extensive watermark signal. In this paper, encryption keys were used to establish watermark location and patterns to make watermarks stronger against outer attacks.
Watermark insertion is converted with a 512 × 512 image using DCT (Discrete Cosine Transform) and inserted with a 64 × 64 watermark within the given range of frequency. A blind watermarking method is used in watermark detection instead of the original image. In order to evaluate the proposed method, we make use of the watermarked PSNR (Peak Signal to Noise Ratio) as well as NC (Normalized Correlation) that is extracted after several attacks using a 2D barcode scanner.
Data Matrix Structure
The Data Matrix of the 2D barcode was established in the mid 1980s to eliminate the data expression limit of the 1D barcode. The Data Matrix code includes high-density data storage and error correction systems which are widely used for 2D barcodes. The Data Matrix is an error checking and correction algorithm, which is classified as ECC00 -140, that uses the Convolution method and ECC200 that uses Reed-Solomon. In this paper, we use ECC200. Fig. 1 shows a Data Matrix 2D barcode comprised of a data range that includes square modules in a regular arrangement. The data range is separated by arrangement patterns. It is surrounded by the finder pattern which is surrounded by empty margins. Fig. 1(b) and (c) show a finder pattern which is a module that exists around the data range and has a width of 1.
A module is a cell used to encrypt a bit of data within the Data Matrix. The L-shaped left part of Fig. 1(b) and the boundary on the bottom are drawn in a black line. These are usually used to decide the actual shape, direction, and symbol distortion. Fig. 1 (c) consists of an alternating arrangement of black and white modules. These are used to define the cell structure of symbols and may help in setting the actual size, as well as the distortion, of barcodes.
The empty margin in Fig. 1(d) is the space that surrounds the recognition pattern and must be at least as wide as a module. The data region shown in Fig. 1 (a) indicates a code word from input data including an error correction code word. A barcode has 10 even numbers and 10 lines. This is a square that ranges from 10 x 10 to 144 x 144 with no empty spaces.
The Data Matrix can contain up to 2334 characters including letters and numbers. Error correction can be recovered even if about 30% of the barcode is damaged [5] . In Data Matrix, data is encrypted using six encryption schemes [5] . Table 1 lists the six encryption schemes. The process of encryption to generate Data Matrix barcodes is classified into the following three steps described below:
Step 1: Data Encryption The input data for an encryption is analyzed. The highest encryption scheme of the input data group may not be one scheme with at least one bit of number per letter. A Data Matrix barcode basically uses various encryption schemes that can convert the input data into a code word more efficiently than a scheme.
Step 2: Error Checking and Correction Code Word An error correction code word is generated using the Reed-Solomon algorithm and is overwritten onto the encrypted row of data.
Step 3: Module Arrangement in Matrix A code word module is arranged using symbol letter arrangement. All byte values 0-255
New Watermarking Technique
This paper uses a method to insert and extract watermarks by applying insertion weight factor, α, which changes the size of the DCT coefficient based on the absolute average deviation of the DCT block. Also, an encryption key is used to establish the location and pattern of the watermark.
Watermark insertion
The watermark insertion algorithm in this paper can be roughly divided into watermark generation and watermark insertion. Fig. 2 shows the overall watermark insertion algorithm. The watermark generation takes advantage of the input information to finally generate a randomized watermark signal, as shown in the following four steps.
Step 1: Input the creator's name, signature, and date of creation.
Step 2: The input data generates a Data Matrix 2D
Barcode through Data Matrix encryption.
Step 3: Generate a watermark using the Data Matrix 2D barcode from Step 2.
Step 4: Use the owner's key to convert the watermark image from Step 3 into a randomized watermark signal. 
Fig. 2. Watermark insertion algorithm
The watermark is inserted onto the original image as shown in the following four steps.
Step 1: Divide the original image into 8 × 8 blocks to run a DCT.
Step 2: Consider the invisibility and durability of each 8 x 8 DCT block to select 22 insertion locations. Then, use the encryption key to decide 15 watermark insertion locations out of 22 preselected ones and the insertion pattern.
Step 3: Use the preselect location coefficients from each 8 × 8 DCT block to calculate the insertion strength, α, which is proportionate to the absolute average deviation.
Step 4: Insert each bit of watermark into the 15 8 × 8 DCT blocks based on the α value, the insertion pattern as shown in the Eq. (1). The most important element of the watermark insertion algorithm is the watermark generation algorithm which converts not only copyright information to the Data Matrix 2D barcode, but also decides the insertion pattern as well as the location using the encryption key Fig. 4 explains a watermark extraction algorithm. We use a blind watermarking technique because it does not require the original image. The overall process of the algorithm is described as follows:
Watermark etraction
Step 1: Divide the watermark insertion image into 8 × 8 blocks to run the DCT.
Step 2: Use the encryption key to decide the location and pattern of insertion.
Step 3: Use the Eq. (2) 
Experimental Results
We inserted a watermark to evaluate the performance of the proposed method and used the PSNR to measure the loss of image and the NC to compare the similarity of the original and the extracted watermarks. Eq. (3) shows the PSNR, where ( , ) I x y and ˆ( , ) I x y denote the original image and the image with a watermark, respectively. In this experiment, three standard experimental images, including a 512 × 512 Boat image are used. We take advantage of the binary Data Matrix barcode of "1234567890" as a watermark based on the proposed method. Fig. 5 shows the 64 × 64 Data Matrix of a 2D barcode image that represents "1234567 890". For testing robustness, JPEG compression, filtering, and variable sizes of attacks were used. The extracted watermark is read using a 2D barcode scanner to verify the results. Table 2 shows the measurement of image loss under attacks and the similarity of the extracted watermark to the original using a barcode scanner. Table 3 shows the comparison results of the proposed technique with the existing watermarking methods.
The comparison results show that the proposed method is more robust than others in PSNR(dB) not lower than 40dB, as well as having the average similarity of about 0.97 of the extracted watermark to the original after various attacks. And copyright information was accurately traced back even when the watermark was damaged. The proposed technique is robust against various attacks. The robustness is achieved by not only encrypting the copyright verification information using the Data Matrix generation algorithm, but also by randomizing the barcode using ownership keys to create an extensive watermark signal. 
Conclusion
This paper proposed a new hybrid watermarking technique using Data Matrix not only to prevent losing information under attack or damage but also to solve the problem of the size limitation of watermarks. The generated barcode was inserted and extracted using encryption keys.
The copyright information was encrypted using the Data Matrix generation algorithm to create barcodes as well as accurately trace back even when the watermark was damaged. Also, encryption keys were used to decide the insertion pattern and extract the watermark without the original image.
